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w h oam i W;c;finders

Jun Miura
* Principal Security Consultant & Researcher @Fujitsu
* Focus on LLM security and Red teaming
 Abusing / Utilizing local LLMs in cybersecurity.

« Talked at Black Hat Europe, BSides Las Vegas, DEFCON,
% CERT-EU Annual Conference etc.

* LinkedIn: jyadon-sec o=
* X: @jyadon_sec {%ﬁ
‘-:1.
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Takao Homma

» Security Engineer/Researcher | Fujitsu Defense &
National Security

 Focus on LLM-driven automation for cybersecurity ops

 Experience in working with national security-critical
organizations

* Passionate about the future of defensive securlty
powered by Gen-Al—let's chat! Ofeead0

* LinkedIn: n8homa
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Agenda Wayfinders

Introduction

Red Agent

Demo & Hands-on

Closing
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Red Team Engagements Wayfinders

 Performing black-box testing in a real organizational environment with
emulating advanced attacks as if APT groups.

(" N ) (" ) 4 )
& | X
Setting Attack Goals Tg?ge;:}gai?::e Without Prior Notice
g _/ g _/ G J
- Exfiltrate credentials from DB - Employees - Notify limited stakeholders
- Compromise AD domain - Business Processes
- Compromise Entra tenant - IT Systems
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The Lifecycle of Red Team Engagement Wayfinders

* Red team engagement doesn’t end with adversary emulation.

 Reporting, remediation and validation turn findings into continuous
security improvement.

1. Planning 2. Adversary 3. Reporting 4. Remediation 5. Re-test /
Emulation Validation
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M Ot iva t i on W;c;finders

» Validating remediation requires substantial manual effort from both blue
and red teams.

 Re-testing therefore becomes a costly and time-consuming bottleneck.

®-0-©-@

Interpret Findings Reproduce Relevant Verify Mitigations Document Results
Attack Paths

@ Red Agent was developed to automate and streamline this entire process.

ROOTCON 20 8 © Fujitsu 2026



o0
FUJITSU

Red Agent

uvance

Wayfinders

ROOTCON 20 9 © Fujitsu 2026



Red Agent
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* A multi-agent system designed to make follow-up processes more
repeatable and efficient.

« Combining orchestration, specialized agents, and tool integration

Red Team
Engagement Report
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Local LLM
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Red Agent
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Orchestrator

Agent
Collaboration

[
-

Sub-agent
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Sub-agent
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Re-test Results

» Understanding findings in the report
> Planning re-test procedures
> Executing selected tasks

> Interpreting and summarizing
execution results
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Reference Setup & Requirements

Component

Reference Configuration
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Wayfinders

Local LLM Runtime

LM Studio, llama.cpp, or another
compatible runtime

OpenAl-compatible APl endpoint

Gemma 4 26B A4B Instruct

Use an instruction-tuned model with sufficient
reasoning and tool-use capability (Quantized

LLM Model Qe 218 models may be preferable in resource-constrained
QITEELD SlE) 2l environments)
oS Kali Linux Provides a convenient environment for

security tooling

Security Tools

Netexec, Impacket
Netcat, custom scripts etc.

Any command-line tool required for the
selected re-tests

Input Data

Findings, credentials, and target
information

Used to prepare and execute re-test
procedures

Network Connection

SOCKS proxy

Provides connectivity between Red Agent and
the target environment

ROOTCON 20
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Implementation Architecture Wayfinders

ﬁ arget Environmelh / Application Server \

SOCKS All run on the same application
Tunnel - server
®1 — - - SOCKS Server
Workstation | -
o | Access & Order | 4
E 1|</>] Web Frontend < ah
| User
\ Server / |
| Q Backend API
| (" LLM Server )
: Inference
Re-test traffic via SOCKS prox Requests
i L. ® Red Agent < > @
\- Result
g J

ROOTCON 20 12 © Fujitsu 2026



Technical Components Wayfinders

* Red Agent has 4 key technical components.

Deep Agents Custom Kali MCP Server

SOCKS Proxy Management Human-in-the-loop
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Deep Agents Wayfinders

 Agents for long-running tasks with planning, delegation, tools, and
memory.

User Goal
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Plan Delegate Use Tools Keep State Observe
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Defined Custom Sub-Agents Wayfinders

» Custom Sub-Agents definitions make behavior easier to control.

Default Deep Agents Custom Sub-Agents

&y Vs &y
- ‘ \

e .-“s\ &
=, . | o , ®
5 (L2 — o ®© Q @
Plan Decaﬁbose Delegate Planner Researcher  Executor Reviewer
Tradeoffs | Benefits
.
v @ I
| N
Broader Looser role Harder Predictable Clear role Easier
behavior boundaries evaluation behavior boundaries evaluation
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CUStOm Kali MCP Server W;c;finders

« MCP server is important for Al agents to execute commands on Kali Linux.

« Existing kali MCP server was too limited for re-testing workflows.
* https://github.com/WhOam123/MCP-Kali-Server

« Reimplemented it to support flexible command execution for diverse re-
testing scenarios.

@mcp.tool()
def execute_kali_command(command: str, use_proxychains: bool = True) -> str:
wrapped = _wrap_with_proxychains(command, use_proxychains)
try:

result = subprocess.run(wrapped, shell=True, capture_output=True, text=True, timeout=60,)

output = result.stdout + result.stderr

return output if output else " The command completed successfully, but there was no output. "
except Exception as e:

return f"Execution error: {str(e)}"
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SOCKS Proxy Management Wayfinders

* Arbitrary SOCKS proxy backends such as Chisel can be used, but they
provide limited server-side visibility and control over active connections.

 Required capabilities
» Connection visibility: View active SOCKS sessions

« Connection control: Disconnect active sessions from the server side.

SOCKS Proxy Management
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Human-In-The-Loop Decision Boundary

* Pause before real-world effects.

N BOUN,

oe,\gz ‘2‘4@, Approve
1 \

] ' ° |

— \ Ve .
\\~ -’ i
Proposed Action Human Review Edit
Reject
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HITL Process Wayfinders

* Create, stream, pause for approval, then resume on the same thread.

o - S

Frontend API Agent Kali

: 1. POST /threads : : :
[ > I I
| 2.GET /threads/{id}/stream | 3. Run - :
. = > I
I I I I
: : interrupt : :
I [ 1 I
1 : (SSE: interrupt) I I
| 5.POST /threads/{id}/resume | I I
- > 6. Resume I I
I f g 7. Execute 1
1 1 . I ”1
final

I ] ] I
= e e = = e e

! L (SSE: final) T !
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Optimization of Engagement Artifacts
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* To enable efficient and repeatable automation, engagement artifacts were

optimized for Al-agent interpretation and reuse.

Optimization

o -
o -

v

» Convert report findings
into structured JSON

» Extract commands and
results from logs

* Add context and
metadata

\
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Agent-Ready Artifacts
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Structured findings
Reproducible steps
Linked evidence

Reusable by Al agents

20

Example narrative finding

The Domain Admin account “sgladmin” had
an SPN and was vulnerable to Kerberoasting.

$

Structured finding (JSON format)
{

"technique": "Kerberoasting",

"target_account™: "sgladmin”,

"spn": "MSSQLSvc/sqgl01",

"precondition": "Valid domain user access",

"validation": "Request TGS and assess
password resistance”,

"expected_result": "Password cannot be
practically recovered",

}
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Expanding Red Agent Capabilities Wayfinders

* As structured artifacts, operational knowledge, and execution data
accumulate, Red Agent becomes capable of autonomously performing
simple red team tests.

4 N\
Accumulated Data : Playbook
Anonymize
y & Standardize
-— "
» Kerberoasting
* Structured findings + AD CS attack
? Search  NTLM configuration check
» Operational logs & Select etc.
* Re-test results
") Execute Commands
etc. O >
. J
Red Agent Kali
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Closing
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Conclusion Way finders

Red Agent was developed to automate and streamline the
follow-up process after red team engagement.

Structured artifacts enable repeatability and reuse.

Accumulated knowledge expands Red Agent’s capability to
perform operations during red team engagements.

Human oversight remains essential and is implemented as
human-in-the-loop in Red Agent

Q@ mE W P
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Ta keaways W;c;finders

Automate the Let Al agents handle routine and operational tasks by
Repeatable making effective use of local LLMs.
Reuse the Turn findings and operational logs from past red
Knowledge team engagements into reusable assets.

Enable red team members to fucus on advanced and

Elevate the Human creative operations
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